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FOREWORD

Mistorica~ background

The material included in this Annex was developed by the
Council purstiant to the following two resolutions of the
Assembly:

Kesoiu  lion .4 I T-10: Implementation by States of Security
Specifications and Practices adopted by this
Assembly and further  work by ICAO related
to such Speci’i’cations  and Practices

Introduction

In order that a comprehensive document may be available to
States for implementation of the security measures prescribed
by this Annex, an Attachment hereto reproduces extracts from
other Annexes, PANS-RAC and PANS-OPS bearing on the
subject of action to be taken by States to prevent unlawful
interference with civil aviation, or when such interference has
been committed.

THE ASSEMBLY: Guidance material

The Security Manual for Safeguarding Civil Aviation Against
Acts of Unlawful Interference (Dot 8973)  provides detailed
procedures and guidance on aspects of aviation security and
is intended to assist States in the implementation of their
respective national  civil  aviat ion securi ty programmes
required by the specifications in the Annexes to the Conven-
tion on International Civil Aviation.

Resolution A 18-M: Additionai  Technical Measures for the
Protection qf the Security of International
Civil A ir Transport Action by Contracting States

THE ASSEMBLY:

(1) REQUESTS the Council to ensure, with respect to
technical aspects of air transportation security, that:

the

(a) the subject of air transportation security continues to
be give;1  adequate attention by the Secretary General,
with a priority commensurate with the current threat
to the security of air transportation;

Following the work of the Air Navigation Commission, the
Air Transport Committee and the Committee on Unlawful
Interference, and as a result of the comments received from
Contracting States and interested International Organizations,
to whom draft material had been circulated, Standards and
Recommended Practices on Security were adopted by the
Council on 22 ,March 1974,  pursuant to the provisions of
Article 37 of the Convention on International Civil Aviation,
and designated as Annex 17 to the Convention with the title
“Standards and Recommended Practices - Security -
Safeguarding International Civil Aviation against Acts of
Unlawful Interference”.

Table A shows the origin of subsequent amendments
together with a list of the principal subjects involved and the
dates on which the Annex and the amendments were adopted
by the Council, when they became effective and when they
became applicable.

Applicability. The provis ions of  the Standards and
Recommended Practices in this document are to be applied by
Contracting States.

Notification of differences. The attention of Contracting
States is drawn to the obligation imposed by Article 38 of the
Convention, by which Contracting States are required to
notify the Organization of any differences between their
national regulations and practices and the International
Standards contained in this Annex and any amendments
thereto. Contracting States are invited to keep the Organ-
ization currently informed of any differences which may
subsequently occur, or of the withdrawal of any difference
previously notified. A specific request for notification of
differences will be sent to Contracting States immediately
after the adoption of each Amendment to this Annex.

Contracting States are also invited to extend such noti-
fication to any differences from the Recommended Practices
contained in this Annex, and any amendment thereto, when
the notification of such differences is important for the safety
of air navigation.

Attention of States is also drawn to the provisions of
Annex 15 related to the publication of differences between
their nationaI regulations and practices and the related ICAO
Standards and Recommended Practices through the Aero-
nautical Information Service, in addition to the obligation of
States under Article 38 of the Convention.
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Following the work of the Air Navigation Commission, the
Air Transport Committee and the Committee on Unlawful
Interference, and as a result of the comments received from
Contracting States and interested International Organizations,
to whom draft material had been circulated, Standards and
Recommended Practices on Security were adopted by the
Council on 22 ,March 1974,  pursuant to the provisions of
Article 37 of the Convention on International Civil Aviation,
and designated as Annex 17 to the Convention with the title
“Standards and Recommended Practices - Security -
Safeguarding International Civil Aviation against Acts of
Unlawful Interference”.

Table A shows the origin of subsequent amendments
together with a list of the principal subjects involved and the
dates on which the Annex and the amendments were adopted
by the Council, when they became effective and when they
became applicable.

Applicability. The provis ions of  the Standards and
Recommended Practices in this document are to be applied by
Contracting States.

Notification of differences. The attention of Contracting
States is drawn to the obligation imposed by Article 38 of the
Convention, by which Contracting States are required to
notify the Organization of any differences between their
national regulations and practices and the International
Standards contained in this Annex and any amendments
thereto. Contracting States are invited to keep the Organ-
ization currently informed of any differences which may
subsequently occur, or of the withdrawal of any difference
previously notified. A specific request for notification of
differences will be sent to Contracting States immediately
after the adoption of each Amendment to this Annex.

Contracting States are also invited to extend such noti-
fication to any differences from the Recommended Practices
contained in this Annex, and any amendment thereto, when
the notification of such differences is important for the safety
of air navigation.

Attention of States is also drawn to the provisions of
Annex 15 related to the publication of differences between
their national regulations and practices and the related ICAO
Standards and Recommended Practices through the Aero-
nautical Information Service, in addition to the obligation of
States under Article 38 of the Convention.
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CHAPTER 4. PREVENTIVE SECURITY MEASURES

4.1 General objectives of the measures 4.2 Measures relating to passengers
and their cabin baggage

4.1.1 Each Contracting State shall establish measures to
prevent weapons, explosives or any other dangerous devices
which may be used to commit an act of unlawful interference,
the carriage or bearing of which is not authorized, from being
introduced, by any means whatsoever, on board an aircraft
engaged in international civil aviation.

4.2.1 Each Contracting State shall ensure that adequate
measures are taken to control transfer and transit passengers
and their cabin baggage to prevent unauthorized articles from
being taken on board aircraft engaged in international civil
aviation operations.

Note. - In applying this Standard, special attention must
be paid to the threat posed by explosive devices concealed in,
or using eiectric, electronic or battery-operated items carried
as hand baggage and/or in checked baggage. Guidance on this
matter is to be found in the Security Manual for Safeguarding
Civil Aviation Against Acts of Unlawful Interference (Doe
8973).

4.2.2 Each Contracting State shall ensure that there is no
possibility of mixing or contact between passengers subjected
to security control and other persons not subjected to such
control after the security screening points at airports serving
international civil aviation have been passed; if mixing
or contact does take place, the passengers concerned and
their cabin baggage shall be re-screened  before boarding an
aircraft.

4.1.2 Recommendation. Contracting States should
ensure that the carriage of weapons on board aircraft, by law
enforcement officers and other authorized persons, acting in
the performance of their duties, requires special authorization
in accordance with the laws of the States involved.

4.2.3 Each Contracting State shall establish measures to
ensure that the aircraft operator and the pilot-in-command are
informed when passengers are obliged to travel because they
have been the subject of judicial or administrative proceed-
ings, in order that appropriate security measures can be taken.

4.1.2. I RecommeJ;ldation. Contracting States should
ensure that the carriage of weapons in other cases is allowed
on/y when an authorized and duly qualified person has
determined that they are not loaded, if applicable, and then
only if stowed in u place inaccessible to any person during
flight time.

4.2.4  Recommendation. Each Contracting State should
require operators providing service from that State, to include
in their security programnes,  measures and procedures to
ensure safety on board their aircraft when passengers are to be
carried who are obliged to truvel  because they have been the
subject of judicial or administrative proceedings.

4.1.2.2  Recommendation. Contracting States should
ensure that the pilot-in-command is notified as to the number
of armed persons and their seat location.

4.2.5 Recommendation. Each Contracting State should
require measures to be taken to ensure that disembarking
passengers do not leave items on board aircraft.

4.1.3 Recommendation. Each Contracting State should
ensure that pre-flight checks of aircraft assigned to inter-
national flights include measures to discover weapons,
explosives and sabotage or other dangerous devices which may
have been placed on board.

4.3 ures relating to checked
cargo and other goods

4.1.4  Each Contracting State shall establish procedures,
which include notification to the operator, for inspecting
aircraft, when a well-founded suspicion exists that the aircraft
may be the object of an act of unlawful interference, for
concealed weapons, explosives or other dangerous devices.

4.3.1 Each Contracting State shall establish measures to
ensure that operators when providing service from that State
do not transport the baggage of passengers who are not on
board the aircraft unless the baggage separated from
passengers is subjected to other security control measures.

4.1.5 Each Contracting State shall establish measures to
safeguard aircraft when a well-founded suspicion exists that
the aircraft may be attacked while on the ground and to
provide as much prior notification as possible of the arrival of
such aircraft to airport authorities.

Note. - This Standard has been applicable since
I9 December 1987  with respect to the baggage of passengers
at the point of origin and on-line transfer passengers. With
respect to the baggage of other categories of passengers, the
Standard became applicable on I April 1989.

4.1.6 Each Contracting State shall arrange for surveys
and inspections of security measures.

4.3.2 Each Contracting State shall establish measures to
ensure that consignments of packages and checked baggage
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Annex 17 - Security

4.43  Contracting States shall establish procedures for
the prompt entry into, or departure from, their territories of
aircraft equipment, spare parts, stores, ground equipment
and security equipment. When such items are urgently
required by an operator of another Contracting State in order
to maintain service, Contracting States shall grant prompt
clearance for their import or export and shall dispense with
requirements for advance production of documents such as
entry or exit permits, and the like, provided that the operator
accepts full responsibility in writing to produce these docu-
ments within a reasonable time after the items have been
admitted or exported, and provided that the Contracting
State concerned is satisfied that the documents will in fact be
produced.
. . . . . .

CHAPTER 6. INTERNATIONAL AIRPORTS -
FACILITIES AND SERVICES FOR TRAFFIC

A. General

6.1 Contracting States shall take all necessary steps to
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EXTRACTS FROM THE PROCEDURES’FOR  AIR NAVIGATION SERVICES -
AIRCRAFT OPERATIONS (Dot 8168),  VOLUME I

PART VIII,- SECONDARY SURVEILLANCE RADAR (SW
TRANSPONDER OPERATING PROCEDURES

CHAPTER l.- OPERATION OF TRANSPONDERS

1.3 EMERGENCY PROCEDURES

1.3.1 The pilot of an aircraft encountering a state of emergency shall set the
transponder to Mode A Code 7700 except when previously directed by ATC to operate the
transponder on a specified code. In the latter case he shall maintain the specified
code unless otherwise advised by ATC.

1.3.2 Notwithstanding the procedures at 1.3.1, a pilot may select Mode A
Code 7700 whenever he has specific reason to believe that this would be the best
course of action.

certain areas may result in the elimination of the SSR response of the aircraft from the
ATC radar dispZa9 in eases tihere the ground equipment is not provided tiith automatic means
for its imediate recognition.

Note.- Attention is drawn to the fact that the use of Mode A Code 7700 in

1.5 UNLAWFUL INTERFERENCE WITH AIRCRAFT IN FLIGHT

1.5.1 Should an aircraft in flight be subjected to unlawful interference, the
pilot-in-command shall endeavour to set the transponder to Mode A Code 7500 to give
indication of the situation unless circumstances warrant the use of Code 7700.

1.5'. 2 When a pilot has selected Mode A Code 7500 and is subsequently requested to
confirm his code by ATC in accordance with 1.1.4 he shall, according to circumstances
either confirm this or not reply at all.

Note.- me absence of a reply from the piZot will be taken by ATC as an
indication that the use of Code 7500 is not due to an inadvertent false code selection.
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